Clinical Transparency Ltd

Information Governance Policy

1. Policy Statement 
Clinical Transparency Ltd is committed to a systematic and planned approach to Information Governance within the organisation, to ensure that monitoring and control of the security and confidentiality of the Person Identifiable Information (PII) it processes complies with the law and with DoH directives. 

The organisation recognises the need for confidentiality and security with regard to PII and that there are specific actions to be completed relating to the use of encryption and assurance of Information Governance controls. 

To facilitate this, the directors co-ordinate Information Governance strategies and policies across the organisation, to ensure consistent and high standards of compliance with information handling in accordance with statutory and legal requirements.
This policy has been written to include the use of the Information Governance Toolkit which has been introduced and delivered to Clinical Transparency Ltd to support the organisation’s objectives. 

This policy document should be read by all staff and signed off as part of the induction programme.
2. Scope 
The organisation's documented and implemented processes and procedures provide a consistent approach on the use of information in systems and services, which take into account the guidance, recommendations and obligations of the following: 

· Caldicott - care in confidentiality of patient identifiable information 
· Consent for disclosure of patient identifiable information 
·  ISO 17799 – Information Security Management 
· Information Quality Assurance 
· Information Security Management recommendations of ISO/IEC 27001:2005 
· Common law duty of confidentiality 
· Data Protection Act 1998 
· Records Management – including Health Records 
· Freedom of Information Act 2000 
· CfH Information Governance Toolkit 
· CQC (formerly HCC) Audit 
· NHSLA Requirements 

3. Aims 
Information Governance provides the framework for a consistent way for staff to deal with the many different information handling requirements, including those laid down by Law and by the Department of Health. 

The aim of Information Governance within the organisation is to ensure that the processes and procedures that are in place for the appropriate handling of information within the normal work pattern are available to and understood by all staff, enabling them to maintain the high standards required for the appropriate handling of patient identifiable information. 

4. Roles and Responsibilities 
4.1 General 

It is essential that appropriate management structures, policies, leadership, organisational processes and people are in place to deliver successful information governance, and that staff are aware of their existence and how to find them. 

It is important that all individuals in the organisation appreciate the need for responsibility and accountability in relation to Information Governance. 

The following roles and responsibilities are defined: 

4.2 Directors 
The Directors have overall responsibility for Information Governance in the organisation.

4.3 SIRO
The organisation’s Senior Information Risk Owner (SIRO) is responsible for understanding how the strategic business goals of the organisation may be impacted by information risks and for the ongoing development and day-to-day management of the organisation’s Risk Management Programme for information privacy and security. 

The SIRO will review and agree action in respect of identified information risks, ensure that the organisation’s approach to information risk is effective in terms of resource, commitment and execution and that this is communicated to all staff. 

The SIRO will provide a focal point for the resolution and/or discussion of information risk issues.
4.4 Caldicott Guardian 
The organisation’s Caldicott Guardian has a particular responsibility for patients’ interests regarding the use of patient identifiable information and is responsible for ensuring such information is stored, used and shared in an appropriate and secure manner, in accordance with the rights of individuals. 
4.5 Other roles to be fulfilled by the Directors
· Should monitor the progress of the Information Governance action plan. 

· Provides the escalation route for dealing with any issues presenting risk to action plan progress, through discussion with others. 

· Are responsible for the timely submission of the Information Governance Toolkit Self Assessment.
· Ensures appropriate notification in compliance with the Data Protection Act (1998) is maintained for the organisation’s information. 

·  Are responsible for dealing with enquiries about Information Governance issues. 

· Are responsible for training staff on their Information Governance responsibilities. 

· Are responsible for advising on actual or potential breaches of confidentiality, and recommending remedial action. 

· Are responsible for ensuring the organisation has an action plan for annually achieving compliance with the requirements of the NHS Connecting for Health Information Governance Toolkit.
· Are responsible for ensuring the organisation has procedures in place to comply with relevant Department of Health best practice guidance such as Confidentiality code of practice and Records Management code of practice. 

· Are responsible for liaising with external organisations on Information Governance matters. 

· Are responsible for the development and implementation of information sharing protocols. 

· Are responsible for approving NHS CRS user access profile templates. 

· Are responsible for implementing, monitoring, documenting and communicating information security within the organisation, in compliance with UK legislation and national policy and guidance 

· Must monitor the state of information security within the organisation. 
· Must liaise with the SHA Registration Authority Manager where changes to national / local security policy affect registration activities. 

· Must ensure that the Information Security Management System is implemented and followed throughout the organisation. 

· Must ensure that relevant staff are aware of their security responsibilities and that security awareness training is provided for all staff. 

· Must ensure that IT system users know how to report any security breaches, incidents, malfunctions and suspected system weaknesses and threats. 

· Must monitor for actual or potential information security breaches within the organisation. 

· Should ensure all current and future staff are instructed in their security and IG responsibilities. 

· Are responsible for ensuring that the policy and supporting standards and guidelines are built into local processes and that there is on-going compliance.
4.8 Other non-Practice authorised users 
· Other authorised external users are personally responsible for ensuring that no breaches of security or confidentiality result from their actions. 

· Must sign an agreement to comply with the organisation’s security and confidentiality policies and procedures.
5. Legal and Professional Obligations 

All NHS records and most information are Public Records under the Public Records Acts. The organisation will take actions as necessary to comply with the legal and professional obligations set out in the Information Security Management: NHS Code of Practice. 

The key statutory requirement for NHS compliance with Information Security 

Management principles, is the Data Protection Act (1998) and, in particular, it’s seventh principle – Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of or damage to personal data. 
The organisation has legal obligations to maintain security and confidentially, particularly in accordance with the following: 

· Caldicott - care in confidentiality of patient identifiable information 

· Consent to disclosure of patient identifiable information 

· ISO 17799 – Information Security Management 

· Information Quality Assurance 

· Information Security Management recommendations of ISO/IEC 27001:2005 

· Common law duty of confidentiality 

· Data Protection Act 1998 

· Records Management – including Health Records 

· Freedom of Information Act 2000 

· Information Governance Toolkit 

· CQC Audit 

· Copyright Patents and Designs Act (1988) 

· Computer Misuse Act (1990). 

· NHS Confidentiality Code of Practice 

· Any new legislation affecting records management as it arises. 

6. Definitions 

The following definitions apply within Information Governance. 

6.1 Classes of Information 

This policy covers all aspects of information within the organisation, including: 

· Patient/Client/Service User Information 

· Personnel Information 

· Organisational Information 

6.2 Types of Information 

This policy covers all types of information, including: 

· Structured record systems: paper and electronic 

· Unstructured information: paper and electronic 

· Transmission of information: fax, e-mail, post and telephone
6.3 Information Systems 

This policy covers all information systems purchased, developed and managed by, or on behalf of, the organisation and any individual directly employed or otherwise by the organisation. 

6.4 Principles 

· The organisation recognises the need for an appropriate balance between openness and confidentiality in the management and use of information. 

· The organisation fully supports the principles of corporate governance and recognises its public accountability, but equally places importance on the confidentiality of, and the security arrangements to safeguard, personal information about patients and staff as well as commercially sensitive information. 

· The organisation also recognises the need to share information with other health organisations and other agencies in a controlled manner consistent with the interests of the patient and in some circumstances interests of the public.  

· The organisation undertakes to maintain high standards of information handling by reference to the HORUS model, where information is:

· Held securely and confidentially 

· Obtained fairly and efficiently 

· Recorded accurately and reliably 

· Used effectively and ethically 

· Shared appropriately and lawfully 

To do this the organisation will abide by the following principles: 

· The organisation seeks to protect its computer systems from misuse and to minimise the impact of service breaks through compliance with the standard ISO17799/27001 and its successors, and the development of procedures to manage and enforce this. 
· The organisation will ensure that the Health Records within its control are held, retained, and disposed of, in accordance with the guidance in Records Management: NHS Code of Practice. 
· The organisation will ensure that all information recorded by them is accurate, complete and available appropriately 

· The organisation will use all appropriate and necessary means to ensure that it complies with the Data Protection Act (1998) and associated Codes of Practice issued by the Information Commissioner’s Office. 
· The organisation will obtain and share information in compliance with the common law of confidentiality and the Confidentiality: NHS Code of Practice.  

· The organisation will use all appropriate and necessary means to ensure that it complies with the Freedom of Information Act (2000) and associated Codes of Practice issued by the Information Commissioner’s office.
· The organisation will have a systematic and planned approach to the management of records within the organisation, from their creation to their ultimate disposal, as per the Records Management: NHS Code of Practice
. 
7. Year on Year Improvement Plan and Assessment

•   An assessment of compliance with requirements, within the Information Governance Toolkit for Clinical Transparency Ltd will be undertaken each year. 

• Clinical Transparency Ltd will undertake audits of compliance with the policies and procedures relating to Information Governance on a regular basis. 

• In response to the above assessment the organisation will formulate an Information Governance Improvement Plan. 

• Information Governance will be included in the performance reviews as required. 

8. Awareness and Training

All staff must attend, as part of their induction, a training session on Information Governance and other related information governance training that is relevant to their roles, e.g. confidentiality training. Further mandatory IG Awareness training will be carried out annually. 

The organisation will undertake to ensure that staff are given the appropriate training necessary to fulfil their role. 

The organisation will also take steps to ensure that there is the appropriate level of awareness within the organisation. 

9. Monitoring compliance 

The directors will monitor the implementation of this, and any subsequent revisions, as part of the annual Information Governance Self Assessment during collection of evidence that the correct actions have been carried out. 

10. Review of this Policy

This Policy is subject to review when any of the following conditions are met: 

· The adoption of the policy highlights errors or omissions in its content; 
· Where other policies/strategies/guidance issued by the organisation conflict with the information contained herein; 
· Where the procedural or guidance framework evolves/changes such that revision would bring about improvement; 
· 3 years elapse after approval of the current version. 
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