Clinical Transparency Ltd
Clinical Transparency Ltd

Information Security Policy
Introduction
This policy explains how information security will be managed by Clinical Transparency Ltd to ensure the confidentiality of information and to make sure that our information assets are properly protected against error and a variety of threats such as fraud, sabotage, terrorism, privacy violation, theft or natural disaster.

Information is an asset, which, like other important business asset such as buildings and equipment, has a value to an organisation.  Information assets can exist in many forms. Information can be printed or written on paper, stored on a computer or laptop, sent across networks, stored on tapes and diskettes, sent by fax or electronic mail or spoken either in conversations or over the telephone.

Whatever form the information takes, wherever it is held and however it is shared, it should always be appropriately protected. We have a duty to look after, improve and account for all information assets and information systems.  We must also ensure that work can continue and that the impact of any error or threat is minimised if a security incident takes place.

This document sets standards for all staff to adhere to on the general Information Security Policy and provides references to supporting policies on a range of topics.  These policies are listed in Appendix A.  All persons to whom this policy applies should be mindful of the serious consequences of misusing information and the face that a breach of this policy may result in disciplinary action.

Who and what does this policy apply to?
Who? This policy and all supporting policies apply to all staff, contractors and temporary staff.  In fact it applies to everyone who is asked to sign to say that they have read and understood this policy.
What? This policy and all supporting policies also apply to all information under the direct control of, or utilised or managed by, the organisation whether stored and used on any of the information technology systems, or on paper or otherwise.

How will information be protected?
In order to protect information, all staff must sure that:

· Confidentiality is maintained to ensure that information is only accessible by appropriate, authorised users

· Integrity is preserved to safeguard the accuracy and completeness of information by protecting against unauthorised changes or deletions, whether deliberate or accidental

· Availability is controlled to ensure that information and services are available and when appropriately required.
· At the end of life, all IT equipment must be returned to Clinical Transparency Ltd where it will be wiped clean in a secure manner and the equipment disposed of.
· This and all security related policies are adhered to.
All policies within this document are compliant with BS7799; ISO17799; ISO/EC27002; the Code of Practice for Information Security Management part 1: 1999 and part 2: 2002.

Clinical Transparency Ltd will develop robust monitoring and audit processes to ensure compliance and adherence to standards.

Information management and information technology (IM&T) security policy

We aim to ensure that:

Applications, systems and networks will be available when appropriately required.  They can be accessed by only legitimate users and are protected from unauthorised or accidental changes or deletions.  The applications, systems and networks will be able to withstand or recover from threats to their availability, integrity and confidentiality.

How will this be achieved? 
All staff are responsible for protecting information. Protection of information will be achieved by:
1. Complying with all legislative and other legal requirements
· Confidentiality: Confidential information includes staff and patient records and details of prices and terms. It is very important that confidential information is guarded and respected by all staff. Staff must take care to avoid revealing confidential information unintentionally through casual conversation, careless handling of written information or unguarded telephone conversations.  This duty of confidentiality also prohibits staff from seeking out information that they do not need to know.

Any queries about the confidentiality of information and in particular whether it may be disclosed, should be addressed to the Director.
· The Data Protection Act (1998): all staff must abide by the Data Protection Act (1998).  Personal information relating to staff, suppliers, etc may only be accessed and used by staff on a need to know basis.  Unauthorised disclosure of such “personal data” may result in disciplinary action and prosecution.  Under the Act personal data must be:

· Obtained and processed fairly and lawfully;
· Processed for limited purpose;
· Adequate, relevant and not excessive;
· Accurate;
· Kept for no longer than necessary;
· Processed in line with the rights of the data subject;
· Secure;
· Not transferred to countries outside of the European Economic Area (EEA) unless they offer adequate protection

Every individual is entitled to be informed of any personal data held on them by the organisation, to access that data and to have it corrected if it is inaccurate.

All enquiries relating to Data Protection should be referred to the Director, as Data Protection Lead, see Appendix A1

· The Computer Misuse Act (1990): this covers hacking.  It is an offence to take steps with intent to secure access to any programme or data held in any computer to which such person is not authorised.
· Fraud: it is an offence to seek to commit an offence such as fraud on a computer system, whether or not such attempt succeeds (e.g. if the security system withstands the attempt); and

· Modification, viruses etc; it is an offence to commit any act which causes unauthorised modification of the contents of a computer with the intent to impair the operation of any computer, prevent or hinder access to any program or data, or impair the operation or reliability of any data, whether such damage is temporary or permanent.

· The Public Records Act 1956 and 1967 and Freedom of Information Act (2000): These Acts regulate the storage and publication of records held by public bodies.

· The Copyright, Designs and Patents Act (1988): It is illegal to copy, without the appropriate consent, software except for backup purposes, and each machine must have a license for its software.  The copyright owner has the right to bring civil proceedings and in certain circumstances criminal proceedings against those that infringe their rights.

· Department of Health Guidance: Guidance and standards for the Protection and Use of Patient Information and Caldicott Guardian guidance can be found on the Department of Health website http://www.dh.gov.uk/en/index.htm
2. Implementing security procedures at recruitment stage and monitoring security compliance during employment.
Security roles and responsibilities will be documented in job descriptions. All staff will adhere to and abide by any security responsibilities documented in job descriptions.
3. Ensuring that all staff understand their security responsibilities:
Staff will be provided with the necessary guidance, awareness and, where appropriate, training in relation to all applications, systems and networks they have access to; and staff will adhere to and abide by the rules controlling applications, systems and networks.

4. Ensuring that formal procedures are in place to control allocation of access rights to applications, services, systems and locations.
· Staff will only be able to access any specific information system through a unique user name and unique password, each password to be changed on a regular basis.  Staff must protect their password and not allow any others to use it;
· Any information or documents that are particularly sensitive shall be password protected or kept in a locked cabinet;
· Violation of procedures to control access rights may be considered a disciplinary offence
5. Ensuring that security breaches are reported and investigated
All staff will promptly report security breaches to the Director.
6. Issuing and updating supporting policies relating to specific areas of concern
Supporting policies will provide staff with detailed help and guidance on how to make sure they follow the rules on information security.
All staff will comply will comply with these supporting policies including any published updates

Conflict with other policies & other agreements
If there is any conflict between the terms and conditions of this policy and:

Those of any supporting policy; or

Any employment contract or other agreement

Then the terms of this policy shall take precedence.

Questions on information security
Any questions on how to keep information secure should be directed to Clinical Transparency Ltd’s Information Security Lead.
Validity of this policy
This policy will be reviewed annually. Supporting policies will also be reviewed when required taking into account new systems, new ways of working as well as new government initiatives and directives.
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Internet policy
Introduction
This Internet Policy forms part of the organisation’s overall Information Security Policy 

By signing to say that you have read and understood this policy, you have agreed to the Internet Policy and the code of conduct as described in this document.  Failure to comply may result in disciplinary action, which could ultimately lead to dismissal or criminal prosecution.

The purpose of this policy is to clearly explain acceptable and unacceptable use of the Internet.

General guidelines
User names and passwords

Each user is responsible for maintaining the security of their individual login and password.  Staff must not share their user name(s) or password(s) with anyone.  Passwords must be changed on a regular basis.  If a breach of security is recorded under your login, you are responsible for the breach and disciplinary action may be taken against you.

Computer protection

Do not leave a computer logged on and unattended.  If a computer is left logged on and unprotected, another person can access the Internet in your name. Ensure that password protected screen savers or other mechanisms prevent the use of your identity by a third party.

Using the Internet
Acceptable use of the Internet

The internet is to be used for work related purposes, for example to help with research for work, to access useful work related sites, for professional development and training or to obtain information related to work.

Limited personal use of the Internet is allowed providing it does not interfere with your work, nor expose the organisation to any expense or liability.  If this privilege is abused your manager may limit access to work related sites only. You are required to act in accordance with your manager’s guidelines.
Unacceptable use of the Internet
You are not allowed to access, display or download any material that is liable to offend.  Material liable to offend includes hostile text or images related to gender, ethnicity, race, sex, sexual orientation, age, religious or political convictions and disability.
You must not use the Internet, to attempt any unauthorised access to resources (hacking).  Nor are you allowed to access hacker websites as some sites contain traps, which may trigger malicious programmes when an Internet page is accessed.

The Internet should not be used for browsing, downloading and/or posting (as appropriate) any of the following:

· Content that expresses personal views about subjects unrelated to and inappropriate for a productive workplace;

· Accessing sites that relate to or provide information on criminal or terrorist activity; and/or

· Accessing sites that the whole prime function is to provide offensive material.  Posting, downloading or viewing pornography may constitute a criminal offence and is likely to be viewed as gross misconduct warranting summary dismissal.

· Downloading of music, audio and video, not related to work.

Any breach may be treated as a disciplinary offence, which could ultimately lead to dismissal or criminal prosecution.

Unintentional breaches of security

If you accidently find yourself connected to a site, which contains unacceptable material, you must disconnect from the site immediately and inform the Director.
Downloading of files and material from the Internet

If you have authority to download files the flowing rules apply:

· It is a breach of security to download files which disable the network or which have the purpose of compromising the integrity and security of the networks and file servers.

· To intentionally introduce files which cause computer problems could be prosecutable under the Misuse of Computers Act (1990).

· Where permitted, file downloads must be done in accordance with laws that protect copyright, designs and patents.

· Where permitted, file downloads must be done in accordance with laws that protect copyright, designs and patents.  Some materials on the Internet are copyright works or trademarks belonging to third parties. You must not print or download or in any way attempt to reproduce or disseminate any document or material from the Internet unless you are sure that it is not protected by copyright or trade mark law. You should check if you are in any doubt in any particular case.
Joining chat rooms and news group

If you join a chat group or news group related to your work, you are expected to conduct yourself in a professional manner.  Be courteous and inoffensive. Unless you are authorised to do so, you are not permitted to write or present views on behalf of Clinical Transparency Ltd. 
APPENDIX A2

Electronic Mail Policy
Introduction
This Electronic Mail policy forms part of the overall Information Security Policy. 
By signing to say that you have read and understood this policy, you have agreed to the Electronic Mail policy and the code of conduct as described in this document.  Failure to comply may result in disciplinary action, which could ultimately lead to dismissal or criminal prosecution.

The purpose of this policy is to clearly explain what is

· acceptable and

· unacceptable use of electronic mail
General guidelines
User names and passwords

Each user is responsible for maintaining the security of their individual login and password.  Staff must not share their user name or password with anyone. Passwords must be changed on a regular basis.

Computer protection

Do not leave a computer logged on and unattended.  If a computer is left logged on and unprotected another person can send and receive messages in your name.  Ensure that password protected screen savers or other mechanisms prevent the use of your identity by a third party.

Using electronic mail
Acceptable use of electronic mail

Electronic mail (e-mail) is to be used for work related purposes.  Limited personal use of e-mail is allowed provided it does not interfere with your work nor expose the organisation to any expense or liability.  Your manager may stop you from using e-mail for personal use if you abuse this privilege. You are required to act in accordance with your manager’s guidelines.
Unacceptable use of the electronic mail

You are not allowed to e-mail material that it liable to offend. Material that is liable to offend includes hostile text or images related to gender, ethnicity, race, sex, sexual orientation, age, religious or political convictions and disability.  You are not allowed to e-mail material that has a criminal or terrorist content.  You are not allowed to send or participate in the dissemination of chain or joke e-mails.  Any breach may be treated as a disciplinary offence, which could ultimately lead to dismissal or criminal prosecution.

Patient/Personal identifiable data

Patient identifiable data can only be sent by e-mail in a manner approved by the Caldicott Guardian.  The most secure way of sending personal identifiable information electronically is from one nhs.net email account to another nhs.net email account, in line with recommendations from Connecting for Health and the Department of Health.  The NHSmail email service is unique because mail is encrypted in transit.  This means that it is acceptable to use the service for the exchange of patient information between NHSmail accounts, (http://nww.connectingforhealth.nhs.uk/implementation/).

Attachments
Do not send large attachments unless absolutely necessary.  Where drives are shared, indicate the location of the document in the e-mail so that the recipient can find the document.  If you do send attachments you need to consider whether the document needs a copyright statement.

Advertising

The e-mail system is not intended for commercial or personal advertising.

Virus protection and detection

All computers are protected with anti-virus software.  However, this only works for a known virus.  If you receive an e-mail from an unknown source, think before you open the e-mail.  

Hoax e-mails

If you receive an e-mail that you think is from a suspicious source delete it.  E-mail is not the only method of communication and if you mistakenly delete the email, the source will re-contact you somehow.

E-mail content

E-mail is treated by a court of law in the same way as spoken or written statements.  You must therefore take care with the contents of your e-mail as the contents may form a legally binding document.
Confidentiality clause

A confidentiality clause is automatically inserted into externally sent e-mails in case they are mistakenly sent to the wrong recipient.  This is not visible to the sender at the point of sending.

Distribution lists

E-mail distribution lists should only contain addressees who are appropriate recipients of the e-mail content.  E-mail should not be sent out to a large number of people unless essential as you could be wasting people’s time and causing possible disruption to services.  Do not ask for acknowledgements from distribution lists.
House keeping

Each mailbox has a storage limit and you should delete both received and sent e-mail messages on a regular basis.  If an e-mail needs to be kept for future reference, save it electronically into an appropriate personal or shared drive.

Non-delivery report, delivery reports and receipt reports

If a message is not delivered, you will receive a non-delivery report.  This will normally identify the cause of non-delivery such as incorrect address, unavailable end system, etc.  Look at this information first before raising a request for support, as you may just need to correct the address.

Delivery reports indicate that the e-mail has been successfully sent and will only be returned if the sender has requested it.

Receipt notifications indicate that the recipient has opened the e-mail.  Remember that the recipient may not have read or acted upon the e-mail, as a personal assistant or administrator may have read the e-mail on behalf of the recipient.

Delivery reports or read receipt notifications should only be used when you need positive confirmation that a message has been received and read.

APPENDIX A3

Mobile Computing and Remote Access Policy
Introduction
This Mobile Computing and Remote Access Policy forms part of the overall Information Security Policy.
By signing to say that you have read and understood this policy, you have agreed to this Mobile Computing and Remote Access Policy and the code of conduct as described in this document.  Failure to comply may result in disciplinary action, which could ultimately lead to dismissal or criminal prosecution.

The purpose of this policy is to clearly explain what you should not do when using mobile computers.

General guidelines 
Definition of a mobile computer
Mobile computers are portable computers owned by the organisation and supplied for business use to an individual. These mobile devices are defined as laptops, notebooks, tablets, palmtops, handheld computers, Personal Digital Assistants (PDA’s), mobile phones capable of storing and processing information and any ‘other’ portable device used for storing and processing information.  USB keys, memory sticks, USB watches and compact discs are examples of ‘other’ portable devices.
Risk of theft or loss

Mobile computers are valuable items, which are at high risk of theft.  In addition, the information stored on the mobile computer and the access that can be gained to networks, means that it presents a high information security risk.  Also the cost of disclosure of the information held can be far in excess of the monetary value of the equipment.  Therefore treat the mobile device as if it is your own property and remember that security is your responsibility at all times.  Theft or loss must be reported immediately following Clinical Transparency Ltd’s reporting procedure.
Software audit

The software and information held on all computers owned and operated by the organisation is subject to audit.  This means that it is possible to detect inappropriate or unauthorised use by individuals. 
Computer protection
Do not leave a mobile computer logged on, unattended and unprotected because another person would be able to access any of your computer files including e-mail.  Ensure that password protected screen savers or other mechanisms prevent the use of your identify by a third party.  Pressing the ‘Ctrl, Alt, and Delete’ keys simultaneously then ‘lock computer’ is a quick, easy way to lock your computer.
Virus protection

All mobile computers will have anti-virus software installed. Should you detect a virus on any form of mobile computer please contact the Director and let them know.

Using mobile computers
When using mobile computers you must:

· Make sure that the mobile computer is only used for work related purposes
· Make sure that you only connect to approved networks
· Make sure that you protect the information stored on the computer
· Use an appropriate carry case when transporting the mobile computer
· Lock the mobile computer in your car boot when travelling 
· Place the mobile computer in a secure location when not in use
· Record any security incident and report it
· Hand in all mobile computers to your line manager, when you cease to be employed by the organisation, when you no longer need it for your role or when requested by your line manager
· Gain the Director’s approval to put any patient/personal identifiable information on it
· Make sure any mobile device holding approved patient identifiable information complies with the latest encryption/protection Department of Health recommendations prior to entering any such data onto it.
When using mobile computers you must not:

· Leave the mobile computer unattended unless within secure, official buildings, in a locked car boot or your home (if appropriate)

· Leave a mobile computer within sight of ground floor windows or within easy access of external doors nor on view in a car or other vehicle

· Store sensitive (personal or commercially valuable) information on a mobile computer hard drive

· Display patient identifiable or other confidential information in a public place

· Hold sensitive (personal or commercially valuable) information on an unencrypted USB device
· Use unauthorised or unlicensed software
· Use personal computers, which do not belong to Clinical Transparency Ltd, for processing and storing Clinical Transparency Ltd information unless authorised to do so

· Allow the mobile computer to be used by anyone other than yourself.  This includes family members and friends

Any breach may be treated as a disciplinary offence, which could ultimately lead to dismissal or criminal prosecution.

APPENDIX A4
Handling Information Assets Policy
Introduction
This Handling Information Assets policy forms part of the overall Information Security Policy.

The Data Protection Act (1998) provides specific and detailed guidelines on how to protect data.  Details of the act can be found on the Data Protection Act website at http://ww.ico.gov.uk/what_we_cover/data_protection.aspx
The purpose of this policy is to explain the ‘do’s and ‘don’ts’ when handling information assets.    

Examples of information assets include: patient records, personnel records, finance records, computer logbooks and project documentation. These information assets can be handled or processed in various different ways.  For instance they can be copied, stored and transmitted by post, fax or electronic mail.  They can also be discussed in conversations and by phone.  Messages related to these assets can be left on answering machines.

This document explains the policy for all these methods of processing information assets.
Classification of information assets
Information assets are classified in relation to their importance and use.  There are two classifications for information assets

· Open – information asset is available to all employees of the organisation
· Restricted – information asset can only be seen by the asset owner

All assets have an owner, which is normally a department within the organisation.  Examples of open assets are training manuals, which are available to all employees.  Restricted assets are for instance personnel, finance and patient records.  For personnel and finance records the asset owner would normally be the personnel and finance department within the Organisation. Third parties may be approved to process the information on behalf of the owner.
The owner of an asset is responsible for ensuring the security of the asset.
Open information assets
Open information assets are those assets that are available to all employees within the organisation.  For example: certain Public Folders within integrated e-mail systems.
Open assets do’s

· Can be copied for use within the organisation

· Can be stored in an open office environment

· Can be discussed within the organisation

· Can be discussed over the phone with people within the organisation

· Can be posted, faxed or e-mailed to people within the organisation

· Can be disposed of in security waste bins

Open assets don’ts

· Don’t copy, post, fax or e-mail data to anyone outside the organisation without approval of the asset owner
· Don’t discuss by phone or in conversations with anyone outside the organisation without approval of the asset owner
Restricted information assets
New processing activities, or amendments to existing processing activities, must be agreed first be the asset owner.  Copying, archiving or destroying data can only be authorised by the owner of the information asset.  For instance copying of finance records can only be authorised by the finance asset owner.  Access to restricted information can only be granted by the asset owner.

Restricted assets do’s

· If a restricted document is sent in an envelope, then the envelope must have the recipient’s name, be sealed and marked as ‘Safe Haven Personal and Confidential, return to sender if undelivered’ for the attention of......and write the sender’s contact name and address on the envelope
· All restricted assets must be labelled as such.  For paper documents this could be achieved by labelling or stamping ‘restricted’;

· All restricted paper assets must be stored securely
· If sending or receiving a document by fax, make sure that the recipient is on hand to receive the document.  If possible use a ‘safe haven’ means of sending;
· If a document is received from another organisation which indicates that it relates to restricted information, follow the rules set out in this policy for restricted information;
· All restricted paper assets must be disposed of securely e.g. by shredding.  Ultimate responsibility on deciding the appropriate disposal method lies with the asset owner.
· When copying computer file, make sure that the copied file has the same level of security as the original file;
· Printed computer reports or documents must be labelled ‘restricted’;
· Consideration must be given to access requirements for restricted documents and restricted e-mails held on shared drives;
· When transferring files, make sure that it is clear that the files contain restricted information.
Restricted assets don’ts

· Don’t leave originals in the photocopier when copying documents and make sure that someone else standing near the photocopier can’t see the information;
· Don’t leave restricted information on your screen for anyone to see if you walk away from your desk.  Pressing the ‘Ctrl, Alt, Delete’ keys simultaneously then ‘lock computer’ is a quick, easy way to lock your computer.
· Don’t discuss restricted information with anyone other than those who need to know.  For instance payroll staff may discuss payroll details with other payroll staff providing there are no further restrictions on sharing information within the department;
· Don’t pass information by phone, e-mail or fax to anyone other than the asset owner unless you have prior agreement from the asset owner.  Official or casual requests for information about the asset or access to the asset must be referred to the line manager
· If the asset owner has allowed you access to information, don’t use the information other than for the reason it was obtained;
· Don’t copy, post, fax or e-mail to anyone outside the organisation without approval of the asset owner.
Unintentional breaches of security

If you find that you have accidently passed information to someone not authorised to receive this information, please inform your manager.  
Disposing of removable media containing open or restricted information

When disposing of any media consider whether there is any statutory or legal requirement that requires the media to be held for a certain period. Disposal of paper records is described under open and restricted assets do’s and don’ts.  The disposal method of tapes, disks, cassettes or other forms of computer media is the responsibility of the asset owner as different assets may require different disposal methods.  All computer media must have the contents erased prior to disposal. 

Reviewing asset retention periods
It is the responsibility of the asset owner to review the retention period of the asset. Assets that are beyond their retention period should be destroyed using appropriate disposal methods.

Periodically reviewing the classification

It is the responsibility of the asset owner to periodically review the classification.  For instance information that was defined as restricted, may, over time, become common knowledge within an organisation and as such would be a candidate for downgrading.
Questions on Caldicott and Data Protection

It is the responsibility of the asset owner to seek guidance from the Caldicott Guardian and/or the Data Protection Lead if any question arises about new proposals on holding, or changes to existing ways of holding, asset information that relates to an individual.
APPENDIX A5

Information Management and Security Incident Reporting Policy
Introduction
This Information Management and Security Incident Reporting Procedure forms part of the overall Information Security Policy.
Incident reporting plays a major role in helping the organisation maintain a secure working environment.  It helps protects the confidentiality, integrity and availability of the information and systems accessed.  Trend analysis of reported incidents enables the organisation to highlight areas of weakness and, if necessary, take appropriate action to reduce specific threats and vulnerabilities.

All staff members have a responsibility to report security incidents whether deliberate or accidental.

This procedure also covers reporting security weaknesses and software malfunctions.

What is an IT security incident?
A security incident is defined as:

Any actual or potential breach of security, which may comprise the confidentiality, integrity or availability of information.

The term security incident covers a wide range of events, which can vary considerably, and it is therefore not possible to detail every single event.  However, the following list gives examples of types of security incidents that should be reported:
· Disclosure of confidential information to an unauthorised person. 

-The accidental or deliberate sending of a confidential email to an unauthorised person
· Password compromise.

-An unauthorised person has gained access to your account or attempted to gain access using your password

-You suspect that other people in the organisation are misusing passwords
· Hacking attempt

-There has been a deliberate attempt to gain unauthorised access to information
-You have reason to believe unauthorised persons are using or attempting to use IT systems
· Virus attack

-You suspect a virus has entered the network or organisation’s IT infrastructure
· Physical security breach

-You have evidence, or suspect that unauthorised persons have gained or attempted to gain access to premises or secure areas

· Theft or loss of information or equipment.

· Unlicensed software

-The installation or distribution of unlicensed or unauthorised software
· Gaining of information by deception (social engineering)

· -Gaining of e.g. passwords, patient identifiable information, personal addresses, by unauthorised persons posing as engineers, relatives, doctors, etc, using e-mail or via telephone
· Inappropriate use of email

-Examples include the sending or receipt of

-fraudulent emails requesting cash or services, chain mail, hoaxes, offensive or threatening mail, bulk mail (bombarding people with unwanted email).

Staff should refer to the Electronic-mail policy (Appendix A2) for details of use

· Inappropriate use of the Internet
This includes but is not limited to, activities such as:


-the possession, viewing, downloading, or transmission of any offensive material,

-advertising or operating home business from the workplace,

-use of web sites to access or downloads unauthorised software, images or 
documentation
Staff should refer to the Internet policy (Appendix A1) for details of use

This list is not exhaustive and staff must ensure they report any incident that has or may result in:

· Disclosure of confidential information to an unauthorised person

· The integrity on information being put at risk

· The availability of information or information systems being affected.

How to report a security incident
All security incidents should be reported in the first instance to the Director who must ensure that the incident is recorded on the risk register.
Sensitive security incidents
It is recognised that some incidents can be sensitive especially if colleagues or managers may be incriminated.  It is important that the person reporting the incident receives absolute protection and guarantee of confidentiality even in the event of a false alarm.  Sensitive incidents should be reported to an appropriate manager who will ensure that an incident reporting form is filled out and that the staff member is advised.

Unintentional breaches of security
If an individual unintentionally causes a breach of security e.g., accidentally accessing an inappropriate web site, they should inform their line manager immediately.  The reporting procedure detailed above will still be followed.  If management are satisfied that the breach is accidental no disciplinary action will need to be taken.

Potential security incident
Staff are required to report any observed or suspected potential security incident e.g.

· Individuals having unlimited attempts to guess a password

· Passwords stored as readable text files which can be viewed by unauthorised individuals

· System administration privileges given to individuals who do not require them

Staff must not attempt to prove a suspected potential security incident as this might be interpreted as a potential misuse of the system.  Instead the weakness must be recorded to their own line manager.

Incident resolution
Once the incident has been dealt with and closed, the individual who reported the incident should be notified of the resolution.
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User Identification and Password Procedure policy
Introduction
This User Identification Password Procedure forms part of the overall Information Security Policy.

By signing to say that you have read and understood this policy, you have agreed to the User identification and Passwords Procedure and to comply with the code of conduct described in this policy.

General
User identification and Password security

It is the users’ responsibility to ensure that their User identification and password are kept secure.

In order to keep your user Identification and password secure you must follow these rules:

Do’s

· Passwords must be a minimum of 6 characters in length
· Passwords must contain a mixture of numeric and alphabetic characters
· Passwords should be easy to remember
· The same password can be used for different systems
· Change your password immediately if you suspect that your password has become known to another person and follow Appendix A5, as above, to report any security breach
Do not’s

· User Identification and passwords must not be shared

· Passwords must not be easily guessable, i.e. don’t use the name of your favourite football team or car registration number or other easily guessable password

· Passwords must not be the same as you User identification

· Passwords must not be written down anywhere within the vicinity of the equipment in use
· Function keys or macros or any other means of automatically entering your password must not be set up.
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Access control Procedure Policy
Introduction
This Access Control Procedure forms part of the overall Information Security Policy.

By signing to say that you have read and understood this policy, you have agreed to the Access Control Procedure and to comply with the code of conduct described in this policy.  Failure to comply may result in disciplinary action, which ultimately could lead to dismissal or criminal prosecution.

Access control statement
It is the responsibility of the line manager to decide what level of access and/or privileges a user requires.  
General
Data held on drives

All users have a responsibility to ensure only minimum information is held on personal or hard drives.  All information must be held on shared drives, where this is possible, as directed by the line manager.  The only exception to this rule is confidential information, which may need to be held on a personal drive.

Changes to user network registration

It is the responsibility of the user’s line manager to request changes to the user’s registration such as suspension or granting additional access rights. 
Access to specific facilities after a user has been set up

The user’s line manager must request access to specific facilities such as drives or folders by liaising with the IT support provider.
Access to business specific systems

The system owner manages access to most business specific systems such as Clinical, Personnel or Finance.  Contact the system owner for details on how access can be provided.

Leavers’ process

It is the responsibility of the line manager to remove an individual’s IT access or user account. 
Temporary accounts

Temporary accounts will only be set up when authorised by the Director, who takes responsibility for such accounts due to the security risks associated with these accounts.
Issuing passwords

Passwords must be issued to new users via the telephone.  The user’s identity must be confirmed.  The user’s line manager, will be asked to confirm the user’s identity by faxing a memo to the IT provider if the user has forgotten their password.

Passwords issued to new users must be temporary and the user must be automatically requested to change the password on first use.

Reviewing users access rights
All users’ access rights must be reviewed at least once every 6 months.  The responsibility for reviewing access rights for shared drives lies with the share owner; for business and clinical systems with the owner of the system.  For e-mail and internet the responsibility lies with the Organisation at large.
User identification and password management
User Identification and password management must adhere to the BS 7799 (ISO27001 and IS017799) standard.
The main BS7799; ISO17799; ISO/EC27002 requirements for user identification and password management must be adhered to and are as follows:

· A record of authorised users must be maintained by the Director
· User registration process must assign unique user identifications (ID) so that users can be made responsible for their actions

· Redundant user identifications must not be reissued to other users

· User identifications must not give any indication of privilege level

· Number of unsuccessful PC log on attempt must be limited to 3 after which the user must be locked out

· The number of unsuccessful log on attempts are to be recorded
· A minimum and maximum time limit must be set for a log on attempt
· A record of previously used passwords must be maintained for each user for 12 months and reuse must be prohibited

· Passwords must only be given to the individual by phone after establishing to the individuals identity by using the code word or after receiving faxed notification from their manager

· Passwords must be a minimum of 6 characters in length, contain a mixture of numeric and alphabetic characters and must not consist of consecutive identical characters

· Temporary passwords must be issued for first use.  Users must be forced to change the temporary password on first log on

· The minimum password age must be set to 30 days

· The maximum password age must be set to 42 days

· Original passwords must be re-keyed on change of password

· No help must be provided with the log on process. User ID’s or any other information to provide help with the log on process must not be displayed
· Log on data must only be validated after all data has been entered
Special privilege management
Special privilege management, i.e. use of System Administrator accounts, Super User accounts, or any other accounts that provide the facility to override controls must be subject to a formal registration and authorisation process.

Special privileges must be allocated for each component, on a ‘need to use’ and ‘event by event’ basis using different user ID’s to those for normal business use.

The special privilege management process must review privileges granted at least once every 3-month period.

The special privilege management process should check at least once per month for inappropriate use of the privileges granted.
Access to application program source libraries
The control for access to program source libraries must follow the BS 7799 standard.  The main BS 7799 requirements for access to program source libraries must be adhered to and are as follows:

· Program source libraries must not be held on Operational Systems where this is possible and/or practical
· Programs under development must be held in separate source libraries to operational source programs

· Access to development and operational source libraries to authorised personnel

· Version control must be place

· An audit log must be maintained of all access to program source libraries

· Maintenance of operation program source libraries must be subject to change control.
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